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1. $F{E

1.1 MIFAREP RF ##[00 (ISO/IEC 14443A)

TR IR HE R fe e ORTFE )

TAEHESS: B nis 100mm (HRLRISH (geometry) #iE)
TARESi%: 13.56MHz

Bl ik g 106kbit/s

Bl T 4E (IEWD: 16 2 CRC, ZHBIK:, frgntd, itk
TLIER s

ORI ZEAL L (ticketing transaction): <100ms (A3 445 3D

2 EEPROM
KT, Gp 16 X, ROy 4 B & Beh 16 A7
AT LA SURE— AN flf & BLEAI U7 1) A1
Kl T LAOREF 10 4
15 100,000 X

e o6 o o

1.3 REME (Security)
THEmLL 3 %L (ISO/IEC DIS9798-2) (Mutual three pass authentication)
RF fFIEMEHR N2, A =SSRy
o A NEML B RN, SCRe %82 k) 2 N (support multi-application with key
hierarchy)
AW AWE TP
Eig S R i 1) EEPROM A 144 4] 153 (transport key protects access to EEPROM on chip

delivery)

2. BIKER
F4E ISO/IEC 14443A fr#fE, Philips 77k T &R e KA Mifare® MF1 IC S50. iXANt5 H il 12
(Mifare™ RF $%11) 34 ISO/IEC 14443A FRiEII4E 2 S0 MEE 3 44y, %2 (security layer) {4
XIRIIE ) CRYPTO1 i %% (field-proven CRYPTO1 stream cipher), it/ Mifare® Z 515 /(1 £t
LA RIS o

2.1 REBEHIEMES

Mifare” Z%irh, MF11C S50 M H:45 JLI 4/ (LR SRR, SXsb e 7 — K IG5 ¥ e 440 ik
Fo XARARTE M, YA RIS E (Read Write Device, RWD) [HIRLEIN, ik RF il i %
IR LA 106KBit/s [1138% 1% KU «

22 Rk
BB S R IIRESCVF A — AR ISP AL E— 3K R IR A S REERHXOREHE KR, #itk
R B IE A DAT SR A T L) — Dl i FE Al R AN R Bl

23 BPREHE

RGBT MO . B T BRI B ] DU LSS AR /N T 100ms 58 A
R, Mifare”™ | FLP A 224575 RWD iTIfT, 89K TIIE (1D ffembat, b 7 B ASRZE RN A .
WERRTRAE R (R LR AT i LAEATA 5
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24 REM
AR MR R R, B Ys . A A (Mutual challenge) R RN, s OR 25 FI4R
SCHATAS B 57 11 R GE 52 BUT T4, SN ER RG] 1. FHISAAMES, I T kR — .

25 ZEATRE

MibHige (processor card) HIThAEMILLE:, Mifare” R T — N2 N ThEE. XA M
ANAE B, SRR RG] DM 2 E

Energy

MIFARE® card

antenna

Data

MIFARE® card reader

A =

MF1 IC S50 chip ,'(
embedded into a module

4 fums wire coil

2.6 EZRIEIR

® [ HLEE

& SUHIMAL
o R

3. DigetEid

3.1 FHIEEER

MFI IC S50 i1 1KB [¥] EEPROM. RF % MUy Uz bl T4l . fesE Bl Al R bk, R
2ty JURT 25 Pl 2 )8 O EL 23 B MF1 IC S50, Ay BHABAMT G (PRI IR L Wi %K BHE 2% Mifare”
R I1C i i45me)

® RF#M:

S il e Al

- R

- IWBFA%% (Clock Regenerator)

- LHEM
Ha S R e g
SRNGE: FE R — DXl (1R T AR AT A
Bk TR OR R AT S A BUW AN B A B XA BOdE AT AT AR i e e A
PERIRSE AL AP TC: (LU RN TU A% (special redundant format) ££77, i LA LSS A
b
EEPROM #11
Crypto #.76: Mifare” 4 it 5271 2 X3 IG 1E ) CRYPTO1 #i% % (field-proven CRYPTO1 stream
cipher) i REHEAZ e (1 LR 251k
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® EEPROM: 17 1K 7%, 70 16 DX, HEX LI 4 B, B 16 AT BANX KRS
ANBY R, SO E AR R D AR A (R geEED

Digital Control Uni

RF-Interface ‘ Control & ALU EEPROM
Anti-
collision
EEPROM-
Interface
Auth_enti-
antenna cation Crypta

3.2 miflJEmE
A4 RWD #I464k, JFH MF11C S50 %7 42 il S ST AR R X A 28 1) 4 PR il o

321 EKIRHE/ B
F LHEA (POR) Ja, BAILAAIERICIE KIERIN (ATQA, HRHE ISO/EC 14443A) [A15 RWD K
ka4 (H RWD &, ARrEEREEHENME.

3.2.2 RIHZIR
SR LS R IR 55« A RWD 1 TAEER A Lok, RWD @i ME— 17715 K X 5
AT HARGER IRk (BIERRD ST T D8, BRI & R ME S B SR

N
R4

3.2.3 %FF
RWD i F &Ry & I — 5K R TH AR A S A OB /E . R IR[E] Answer To Select (ATS)
fity (=08h), RWD it ATS T LURG A H5E H 10 AOSEAY . L5 2 W PRI I 0 RS 2% Mifare ™Rtk 2

BYUIE R

3.2.4 3N
W T —ik£2 )5, RWD $5H TS W AP AR B, AR5 AN N [ 81807 3 #6ffiih. 7E
RN G, BT AT A B 2 AR 1K
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POR Transaction Sequence
Ay v v v
Request Standard Request All Typical Transaction Tims
+ + Identification and Selection
+ Procedure
Anticolision Loop 3 ms without collision
Get Serial Number
+ 1 ms for each collision
5% S <
v
Select Card
P R v
\ 4 N
3 Pass Authentica Authentication Procedur:
{ sector specific v 2 ms
H ; +
T 7 3 3 3
A Decre-| | incre- | | Re- Memory Operations
Read | | Wiite ment ment store Halt
Block | | Block + + + + 2.5 ms read block
Y . 6.0 ms write block
A Transfer v

3.25 TRiESIRME

NS5 AT AT AR AT 454 -

BN BB

Bk B

Te VRAT Al A5 B 10 P 2514 2 SORAZ I BT 1907 P9 S0 8080 2 A7
B WINAE RS BN TG £ AR AR B AP

KL KAk B 2508 B0 25 A7 7%

&% K I P SO B A7 3 10 P9 25 5 B (AP o B

3.3 KBTS (E#H) 1%
RWD Fil-R 2 [ (¥ JC 2838 vEE A A T LR A LA SR B v S 4 4
® A 16 {7 CRC

BN B AR A

o fiil¥unA

® JAMZRIGIX A “17. “0” FEAER
o {HiEliE (MSUFEFIMALF T
3.4 REM

M3 1SO 9798-2 1 [l 3 #eHfiih, ALK AR .

3.4.1 3 ®BIABINGF

a) RWD fi@ 2 inl [ X IFE PR A sl 4] B.

b) RMWXRBEHEHRTIM&MN. KRG RRE AP (FE0#r (challenge)) %) RWD. (3

)
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c)  RWD HIZHIRM A A THE RN . SRS, K SAT RWD IBERLI IR Ak B Rrbe CGE =48
d)y RHECHEIRF RWD KN AE LR IA RWD (RN . SR 5 R V1S i (e b I ik 25
(i =% (The card verifies the response of the RWD by comparing it with its own challenge
and then it calculates the response to chanllenge and transmits it.)
e) RWD Hl H Wy i) 1R e Sy AR PR B R I Y. . (the RWD verifies the response of the
card by comparing it to its own challenge)
FERIZFE—ABENLI I 2 )5, RF1 RWD Z[A] B R E Y o

3.5 RF#QO

RF 2 FUR MG LR e brdk ISO/IEC 14443A it 1.

RWD [# X — A (FEARIEN S, RN X RS,

LEWAN T I EAE N, AT N MR . AT IR IN G HH — 7 8
BBl (ARSI ). T B AR bl R 7 35 fe Al (LSB) My i Jeki%. s NMIMIK B2 163 7 (16 P
P FHT+H2CRC 41 =16%9+2*9+1 ANEAHAI ).

3.6 TFfiEsEs
1024x8 {.1f] EEPROM 1785 8% 7 ik 16 A%, AKX HAE 4 B, BB 16 5.
TEHERRIRZS T, 152 EEPROM HUC{E 2@ “07; 7ES K&, 152 EEPROM HIGHIfE 28 H “17,

Byte Number within a Block
Sector | Block | |o[1]2[3]|4[5][6|7]8]9][10[11]12]13[14]15| [Description
15 E Key A Access Bits Key B Sector Trailer 1£
2 Da
1 Da
0 Da
14 g Key A Access Bits Key B Sector Trailer 14
2 Da
1 Da
0 Da
1 & Key A Access Bits Key B Sector Trailer 1
2 ' Da
1 Da
0 Da
0 z Key A Access Bits Key B Sector Trailer
2 Da
1 Da
0 Manufacturer Blo
361 T HEE

J R BORAHERR S AR AN (B 0). BRET IC R RS . T REERRLN
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ZAME, X BAEIC R ML E R E A G RY .

Byte[ 0] 123|456 7 |8]8][10][1]12[13]14]15]

Seral Mumber Manufaciurer Data

Check Byte |

3.6.2 HIRER

A XA S 3 AN B (BB 16 7719 CRAEEE (X 0 S M AN BURI— A FUs ) B
A BT LA LA N BT 4. (access bits) it

o i/ 5B, M TEmIGE VN

o (HE, HTHEANLFRA, CREEAMNAMS, GBG5>

TERAT AT A A7t A48 A i B ZE 5L HAT WA 2o

36.2.1 {EE

EBOT BB TR I e CHAUN AT AT B, 5. L s KL KI%).

B — R R ERE A, T DLEAT B A I A A IE D50 5 2

BB H BEAE MBS U B R AR I 42

® fH: KR AMIFTS 4 FANE. XAMERRIE A RAE AR AR R R o S (LU
2 (kg sUERAF e O T PR EOR B IE R PE R GRS P, (B ORAF T 3 I IIRARIUR AR A, — IR
RA7 o

® Adr: FoR A1 FATHAL, HPAT ORI &R BIN TR B st b M T RAE T 4
U WU SRR IR . TEPATHE . . RO (LSRRI, bk REFA . & Hngidid
i,

ByteMumber (0 [1 (23 |a]s|e]7|a]e[w[n12[a[a]15
Descnplon Vakee Wakse Value Adr | Adr | Adr | Adr

3.6.3 XE (&3

A — DR, B

o EYIAMB (Wik), EEHIFHRFLZH “0”

®  UiHIXANX A 4 DMBUOSME (BRAFAESE 6 71T ~55 9 T4, Uilfz (access bits) ] LU Hi %L
B G/ TalfED.

WARATEEY B, BB 3 Wfn 6 71 al ME A Hdh 775

R SR AT SS9 75 XA TR HA T 6. 7 18 — RV R AL.
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ByteMNumber [0 [1[2[3]af[s5[e| 7|82 [0][11]12][13]14]15
Descrplion Eay & Arcess Bis Ky B joptionaly

3.7 AR
FEPAT AT A S ERAT LAY, R 2L IR i
G kB AT RE PR A0 a1 AR A5 100 A0 DR AFFEAT N X R R U7 1) S A TR

ror

Changa of Sachor

A4
ldentification and Sslection Procedure

Y
Authentication Procedurs

Pamrwy Command without Hak
Changa of Secher o i
v

Memory Operations

Value Block
Raad, Weie Incremam. Ceorsanl, Transier, Resinm

Read/Write Block
Raad, Wrils
TFIEERIRIE
#RME biz:pu BHMERER
% BN AR B B/ E, HMXE
Ci BB B/ H, EMXE
# BB N IR g R R AE |
5 RO A7 4
Ik IRB N RIS R AR AE | H
P BB A A7
s KA MEBIRFAROARS | H
B
W K Brty A A 135 2 i B A |
fras
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371 AlkEEH

FEAN B BN X R U 1) 45 fF H 3 AN RE X, e AT AU RN IR I (B 2R A A R e X I X R HE

Py Ar ) 7 A8 P20 A F B U7 RIAEAE 2RI ) 24 ST AR e (B B R 2 i 7 W 42, 7T BB TR
Yy ) %A

W FETNHEMREA S, AR DR B ER.

MF1 1C S50 ) P9 88 B iy & RAEHA SE S E AT, A WIR ST

Pl UYWL 54 IR
C13C23C33 B, 5 - 3 X
C1202,C3; | ¥, 5, M, W, fLik, W& - 2 Hdn B
C14C2:C3+ | ¥, 5, MY, W, fhi%, & - 1 el B
C10C20C30 | B, 5, M, W, fhik, %K - 0 Hedls B

T AT U R AN 8 A AR 2 07 9 4 AR RS e i SR e I B AS R B IR, 3 DO AN AT 43 B
(if it detects a format violation the whole sector is irreversible blocked.)

Byte Number [0 [1 |23 ]a]s]e|7]a]e ro[niiz][1a[ra]is]

Ky A ACcess B Key B {opsonal]
Bit 7 [+ ] 4 3 z 1 L]
Byle & T o=, &7, s, | &, | &, [ & | & |
Byle7 | [ e, | o, [ e, [ &, | &8 [ & | & | & |
Byle 8 LH | = | cI, | =y | cI, | CZ | cz, | EJ
| | | | |

Byte® | [ ] |

3.7.2 XEMIFEIEY
X2 (Bt 3) BIGnIfr, BRI RALRISI S Vi v 502 “ A", U A7, “CEP B B “% ] AB”
(B3 A B H B,
TE 45 X RANE ST A RIE VT ) S AR TIUE SONARIEICE . th T3] B AT LATEAESIC & i, B
RS A .
T35 10047 7 LA BE. 2, 784 AL (personalization of cards ) i i B4 517 & . (Since the access

bits themselves can also be blocked, special care should be taken during personalization of cards.)

ria PEE kS R
ZHHA Il va =4 B
C1 |C2 |C3 |i% 5 54 5 % 5
0 0 0 MA | A | A MR | A | A | %P B n Ll
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