WK
DS2432
U= DALLAS # SHA-L 3SR

B SEMICONDUCTOR . T
1k £z 1-Wire®” EEPROM

ww.dalsemi.com

%rﬁz 5| FAVHC &
1128 {7 5V EEPROM f£it 8%, 43 MDY,
REUL 256 7, 64 A7 EEHM 208 AN .
Hﬁli/g%}ﬁ%& TSOC (150m|I)
= WNE 512 47 SHA-1 5|3, H T4 160 {7
% E (MAC) B mias 4
» EUiin T EAESH, I HeE o SR
i% 160 f7 MAC, L% 5 Eth e
AU A A A I B AR (I
WEE H RS 0 ), sEKENE T

EPROM f/i LA ( “5AN 07, %5 1 1) . TR
o ME—fL D ORZIIF LR 64 frid: L

JUE5 B A AT AN B AEAH ), GRUE %S AT I (

0]

= WEZ AR, A TIE 1-Wire [
g e o ' - BRI EZS % www.dalsemi.com.

= CRREEH Shb. B Abp ST N

51
] I N I:]

giﬁ 'f;;ﬁlip;i%ﬁﬁ’]i M BT SO o) 6 511 TSOC Ll
= TR AT £ 142Kbps ngjggf(/T&R DS2432P 4 |
o ARAA. 6 B TSOC e it s ke i 4 fERkeits )y, il

iy

= A[LL{E-40°C % +85°C. 2.8V % 5.25V
FEFE N REAT B SR AT

fai v

DS2432 fEA T NEERL T 1024 fif EEPROM. 64 f7354]. —A> 8 F T ar A dela bl il (b 4y,
T HAFH P EIS ). 512 7 SHA-L 5188 H—/NThAEM 1-Wire #211 . B4~ DS2432 LA H S
P L) ZIA 64 47 ROM yEMAS, T ffoRmE—T000 . Zax vl 3. Hdk iz 1-Wire B B AT (%
%, N —MEGR LR . DS2432 7 — MO B AF 4 A BIAE 61X, 78 ) A7l A7
%%%)@w%ﬁ B TR LR %HHT?Eél%ﬁ/EP%& i e WA NG AR, P N R ], &
IR, BE DS2432 Bal# 1 ULELHY) 160 fi2 MAC, Ji4 Copy Scratchpad (IR o
AL AL L B B A A FE R TG, MAC BT EI K B ETE DS2432 (L5 2 F 54 2 A7 48) 1
SPIFNB IEC . RUA IECHT B A e TR PR MAC . I HUAE A B T T A A
fie, HATLLEGE SHA-1 51K 160 £/ MAC, TiADINE e . DS2432 [ MA N A0
FR PR A RTINS ¥ 2 1 4 I A RN S i B 2 I S5

10f30 040201
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HIRRR DS2432
Mg

K1 A EHEE GO T DS2432 1 3 MAEAG T Z B ¢ R . DS2432 4 i F EE M £ i i
2 1) 644776 ROM, 2) 64 {18 {745, 3) VU~ 32 1511 EEPROM UL, 4) 64 {7757 f7#% I,
5) 64 {7 %ELAAERS, 60 —A 512 . SHA-1 (ZAHHIE L) 518, 1-Wire Ppillsr 2451 WK
2. BEFHLAE LR ROM #EmA R —4: 1) Read ROM, 2) Match ROM, 3)
Search ROM, 4) Skip ROM, 5) Resume Communication, 6) Overdrive Skip ROM 5% 7) Overdrive
Match ROM. — H DIAR#E# % 5¢ 5% Overdrive ROM iy 4, %%#?Jtiﬁ)\ﬁﬁﬁﬁ Eiﬁ}:ﬁﬁﬁﬁﬁLf*
AL AT B 9 Ui BH T WS ESK i IX s ROM #E i 2o EIHPAT T ROM #efEir &
AT LA AT ARt A, EHLAT DU H ARt 2 A0 SHA B a2 TP IRARAT — A ] 7 Ui Tﬁ
KIXLELEfifi 28 A1 SHA #AEar M. B3 20 150 5 A6 2 LSB 7EHT

DS2432 J[RFEMER & 1

PARASITE POWER

1-Wire net 6

1-Wire « 64-bit
Function Control Lasered ROM
A
y A\ 4
Memory and | > 512-bit
SHA Function | Secure Hash
Control Unit | Algorithm
Engine
A
CRC16 <
Generator \
R 64-bit
"|  Scratchpad
Data Memory >
4 Pages of
256 bits each  [*

A 4

Secrets Memory
64 bits

\ 4

Register Page
64 bits

A

20f30



PIZ IR DS2432

64 fr)t%] ROM

FEA-DS2432 #AT—A 64 SLIME—ROMARES . HI 8 A2 1-WireKE L. SR)5 )& 48 {7 (HME—IF
5. BJ5 8 A2 HT 56 7 ICRCE ALY (& 3) . 1-Wire CRCK I AL H— M & B A7 27 A7 e il
ok (T 2 R R A, W 4 Fik. AW NXE + X0+ X+ 1, 5T “Dallas 1-Wire
CRC” I £ 15 8.2 Dallas Semiconductorff] “Book of DS19xx iButton Standards” . 1 27 17 5%
WME . N5, MFIEESHILSBIF4h, REXBEAN—FAr. UGS 8 MBANE, HBEATF
Y. AT A8 NG, BIEBA A4 I 2CRCME. BAJ\WICRCEKM )H,
PR AF PN %A TR A%

1-Wire WX ER W) K 2

DS2432-specific
Memory Function
Commands (see Figure 7)

Overdrive Skip
Overdrive Match

Write Scratchpad
Read Scratchpad
Load First Secret
Compute Next Secret
Copy Scratchpad

Read Authenti-
cated Page
Read Memory

BUS ° 1-Wire net Other
Master Devices
DS2432
A
Command Available Data Field
Level: Commands: Affected:
Read ROM 64-bit Reg. #, RC-Flag
v Match ROM 64-bit Reg. #, RC-Flag
1-Wire ROM Function Se_arch ROM 64-bit Reg. #, RC-Flag
Commands (see Figure 9) Skip ROM RC-Flag
Resume RC-Flag

64-bit Reg. #, RC-Flag, OD-Flag
64-bit Reg. #, RC-Flag, OD-Flag

64-bit Scratchpad, Flags

64-bit Scratchpad

Secret, Flags

Secret, Data Memory, Scratchpad

Data Memory or Register Page,
Secret, Flags, 64-Bit Reg. #,

Data Memory, Secret, 64-bit Reg. #,
3-Byte Challenge in Scratchpad

Data Memory, Register Page, Reg. #

v

64 ftZ| ROM & 3
MSB

LSB

8-Bit CRC Code

48-Bit Serial Number

8-Bit Family Code (33h)

MSB LSB MSB

30f30
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PR

DS2432

1-Wire CRC k42 K 4

Polynomial = X+ X° + X* + 1

1st 2nd
_’
STAGE| |STAGE

7 3
31 4t 5th 6" 7th gth
]
] STAGE ™ STAGE STAGE STAGE ™ STAGE| |STAGE

e fitias B

x> x® X’ x®
INPUT DATA

DS2432 A7 U7X . A fitias, SPAAEAES 3 AR ThREAN I 7 3 45 1) A 4 DR A7
o BURAAEARTEU 32 NPT, W] AR WU A48 2000 8 7T, M Bl it e 5 8t A%
AR, B W A TS NBR I, B A s fE e as i ]

W 5 Pron, Bllfefdids S P a A A7 s TUAL TNk 2 [a) v o Kol A it s AN 2 47
i GOV ) AT BRI o A o) B30 A7 A 2 R 2 A7 st 005 0tk D) 77 22 i 2 ]

DS2432 ff##3 K 5

Address Range

Description

Note

0000h to 001Fh

Data Memory Page 0

No write-access without secret

0020h to 003Fh

Data Memory Page 1

No write-access without secret

0040h to 005Fh

Data Memory Page 2

No write-access without secret

0060h to 007Fh

Data Memory Page 3

No write-access without secret

0080h to 0087h

Secrets Memory

No read access; no secret for write access

0088h Y Write-protect secret, 008Ch to 008Fh Protection activated by code AAh or 55h
0089h Y Write-protect pages 0 to 3 Protection activated by code AAh or 55h
008Ah Y User byte, self-protecting Protection activated by code AAh or 55h
008Bh Factory byte (read only) Reads either AAh or 55h; see text
008Ch ¥ User byte/EPROM mode control for page 1 Mode activated by code AAh or 55h
008Dh ¥ User byte/Write-protect page 0 only Protection activated by code AAh or 55h

008Eh to 008Fh

User Bytes/Manufacturer 1D

Function depends on factory byte

0090h to 0097h

64-Bit Registration Number

(Alternate readout)

Y B g AAhEY 55h, iZHbhERE O . T AR BT AR, AEBEAS A X ik 5 £
7, WABEEETIIRE .
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PIZ IR DS2432

WP ZRAT IR Tk, R B WA e R 2 At Ay, el s PIRRr A A A
HEIBS R LSO P AR HRDIG AT SHA SIBER Ui e, DI R E
fth

Hhzik 0088h %2 008Fh, WMAEFRAZFAr4s UL, AR EIIReaT e, @HHP Y, AT
FA. —HEYRFEN AAh B 55h, IXEEFEATH R Z A S R A RE TR 0. e A AR RE
AEEERY, WAREROE 5 XA Z AR R D BE . FRERIIAE N : L (BRI, 2)
A N5 OR3P DU s A7 s 0, 3) AT EE A 00 1 ) EPROM Bix(, 4) OIS Es A7 it
# 00 0 1) EPROM Hix, —H EPROM Bi 4t iiE, 7Eddn rfdes RIS Ay IS a T, Hlk
0020h %= 003Fh H (147 HAEMNIZHE 1 Ko iZE 0.

T A e g Bk 55h B AAh, Il XN B HESE I B 1) 2L 55h, 2R B HbhE 008E F1 008F & n] i3/
A7, B ETR e DhRe e e HLEl . ACH AAh RELIXPIAS T gt 16 47 dild i
ID, JFE L) Win T ERY . HIER 1D & — Al A 3R AR, kB 5 F A0
DS2432 #HOCI ™= i, AP R B nT %80 . e B Ay ARG R ID S T BKAR.

Hohl: 0090h 22 0097h #EFR A S 25 A7-2%, W D T AF A7 A 1% a8/ ROM yEM 5 11— 45 UL,
FIFAHAFAE A, G A 48 A7 41 5 FIAE e HblE 0097h () 8 fif CRC U6 s, Mixit

Hohl: (0090h 22 0097h) BEHEE T, s 2k ENLE B E M5 B — L2048 5 4 ROM ZhRE
A1 .

Wbt FF A A K] 6

Bit # 7 6 5 4 3 2 1 0

T2 T1 T0

Target Address (TA1) | T7 T6 T5 T4 T3 (0) (0) (0)

Target Address (TA2) | T15 T14 T13 T12 T11 T10 T9 T8

Ending Address with
Data Status (E/S) | AA 1 PE 1 1 ElZ Ell Elo
(Read Only) 1) 1) 1)

Huhik FF AR AR PR S

DS2432 fii fl =Ml % figs: TAL, TA2 Fl E/S (& 6) . XUEZifrseidm 1 T8 2 H e 1-Wire
P, (HAE DS2432 W TAERSH ARl 25476 TAL A TA2 B850 5 NH0 (1) B bk 5 15z B 8
PP HEE . 274 BIS B — AN iE RS F A4y, HTRIUES a8 e stk . B4y
DS2432 (118 /798 R 8 T b, ATLL TAL MR =A7 54 0, E/S HA7as (SidimigiE)
PR AL R Lo XA B 728 0 1 T 40 B ) #0225 01 B AP 2 B T . BJS Z 47411
5 5 AR PR R “FHWASbrE (partial byte flag) 7, %4740 544 1 MRS EHLA LR
BRI EOAN R 8 HIHEHUAS, BUE B A a4 R I 0 B 14 FE 1 OC R BCh Tt . A 30 S B A7
PR PFAL. 28 3, 4 M 6 M ThAg: R R 1. FIH PRARE, EHTBAES 4
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HIFHR DS2432
AR A ) e . BIS FATSR B SR AA BIRALYF AT (authorization accepted) , A
PUFE 7R A7 2 P B B CO R 2] B B4 a bk o ) B A7 2 v 5 N B R bR &

T IO UE ) 5 8 AE

T 1n) DS2432 5 NEHE, WA Aras AR A A ds . 5, MK Write Scratchpad (‘5%
fr4%) A IEeE H A Z S N AF s 8 . W s, iz 8 Fiil AR s A
1EfEgs ., HIRHbE R = AN RARE AL (T2.T0) 44145 000b. W KLRER) T2..T0 N AEEAME,

PR X AT B B, AP AR G S MBS IR . BEA, AT A A IR RS
Jifs 8 AN s DLRIAfigas, DIk, N B2 5N \AE0 5, DUORUEFTHE DL 5
RO .. fE—ESM T (3% Write Scratchpad) , Write Scratchpad #ir 2 541 45 ik,  EHUEHE
WA ik CS2fp kbl RIEFEEU G 1K) CRC16 A UGS, 1A I AL T+ S FH 1 s ik Fn
i35 MR RIEME, TARAEIEE T2.70 150 RIS IEE. 418 T CRC 1H, THLAEW
W B CRC 5 A A& 45 k4T LB ok KWl A5 & 5 1k h, &1 #4T Copy Scratchpad iy
Ao W FHIARER CRC16, M iZF ATk Read Scratchpad >K561E 5 N K (K 52 4k . 528 47
eIy, AF B AR S5, DS2432 s HUH KR H [l TAL il TA2, LUK E/S /s
Ko WH PF ARG BN, WU IEHZ AR Ar 8, 8RS A7 4% 5 kB i v i
Beo EHATEGRSEEAE, vTCUS B — RSB 8AE . FIFE, AT (AA) r&E L,

PF braiil 2, W 28RBS IERR A Sy 4o R R E S IEMIE, ARSI
Fo TN DS RS . I UEEEE . e R IR S, LT BLK Copy Scratchpad iy
Ao %A RS = AN L F AR TAL. TA2 A E/S BI%¥E . LN 1208 i 3B 17 28 3R 15X
LT AF AR I 2%

FEfE SN SHA 4

ER—N 2k, DS2432 5HE 1-Wire fAfifas i HFH A AR . DS2432 (1K Z A7 fitio% il L&
HE T 1-Wire fEfifi s —FEE2E,  (HAF 2R U B U RE L3 FRh 2705, 1A A B SE A .
7 TR “AREAs A SHA Difeim Y /38 T U5 M A as E/E SHA 513, EHLY
DS2432 2 [A] {385 e AFRVEE R (BRIL, OD = 0) , siF s s (oD = 1) #1471, i
AW E K mEA ,  DS2432 BRIA AR

Write Scratchpad [OFh]
Write Scratchpad (5 f7#%) 1WEH THIRAAiGa . B G4 iR i SHbk . Wi S 2k = hL
RIEIH [ HEE KT 90h, CKEAFAT %A 4

& H Write Scratchpad #iv4 5, AL SCEEME 2 N AR H i Hhl, Bl 5 & 25 N7 8 5L
o B N B IS 0 IR S N EASERTAE, NeENULE T 2O, 4R
B (E2.E0) M{EAE 111b. B TXAERRK, MM ZLEERIE 8 NFIEHE, JTHERA
(I A E B . R ENUAE OS> T 8 AN, JF HAREAT BBl A7 28 BEA T 50 UE, TR
DOHT I T R ENUT A AE I BENLEL . A e B B - A RE R 2 . iR E —
AR AR, R R R RS, JFEN I ARRRE (PR

4T Write Scratchpad iy 2 i, DS2432 i) CRC kA4 (MK 12) B FHLIRIELFE, TF
HAEAEARRE) CRC K IR, Mh T, b THEE— 8777, 1% CRC KM F|H CRC16
Z W7, B EIER CRC KA, SRGF A Write Scratchpad fI#r24CHS (OFh) , £ H
sl (TAL F1 TA2) , DLEPRAMEMRE 71 . Za 2, RE DS2432 {RsBrif Write
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PIZ IR DS2432

Scratchpad iy 2 T4 E TAL ¥ T2..T0 £ 24 000b, {H/& CRC16 &S LML AL L hr TAL HE4T
. EHLATLABE R 241 Write Scratchpad fiv4. {H&, WHRE S C3E0, FHLITLIFI A 16
AN RN i DS2432 774 () CRC BB

I AR P DA 7 2% (00h-7Fh) al 27 47 2% 11 (88h %= 8Fh) &y H krituhitk 4T Write Scratchpad 4,
M4, BEJEM Read Scratchpad iy 4 X 15 PR 47 DX 3 11 st bk s 20 (1) 548 /2 AAh B 55h, T A&
Write Scratchpad iy 25 AFIEHE . A, @3 HbribibA7 728 1 i@ EPROM AT 1 1L,
N A7 152 [P P 5 2 B W0 A7 2 T B0 5 240 H APl XS R i85 “ 57

Read Scratchpad [AAN]

Read Scratchpad (285 172%) 0] LU SRIGIE H (kA2 A7 2e Hds i e vk . K e S )5,
MU o TR A2 H gk, o T2 &2 T0 = 0. N AN 2 45 w2 4
WAL (BIS) , WRAEEH M TSR 880, el ies EVEVIRIEMIEHREAR, JtHEMH
(bl b S PIAF ik fe . AR, fAfE2e 0 1 (4T EPROM f30) i, mkff il Refresh
Scratchpad i . IXEEIE LR, BiA7 2850445 nl i Write Scratchpad ok, Refresh Scratchpad iy 4 5K Fr
RIEMEARAE . FHUNAX LB AER G — 717, BEG, sl DB a4 CRC. BT
DS2432 FT ZIEME T A . W R EHLI CRC A RS 5 4k 415z, 84 15 21 1 3 5 445
JEPH 1.

Load First Secret [5AN]

WRZHAR IS RY", Load First Secret (EIRFEHE) w4 MR A7 28 J i B e 2 - I AT 1) %
e T AT TR 24 a0 %4 . AEFAT Load First Secret iy &1, LU H % HE 16
ol (0080h) 445 N fEds . & Load First Secret jo, FHLLAME—A 3 FA5(KF7
RO, e B %00 1 S AR 4 i 4 AT —> Read Scratchpad iy &3k %5 . X 3 AN I HE 2440
HZANMhEF g (KR TAL, TA2, EIS) WA 5E 4Lt R EdsUChd, L8R
HRY, AA (FETRAO A&l EAL, HITRE AN . A8 WA TIPTA 8 AN 717 I #R K
BB ARG TR TG A T B AL ST I 1) e 2 R4 10ms,  1-Wire &1 L R AT
2.8V. HARE I 5, fEENRIERL KT 27T, B8 KRR R “1” €07 15,

% 711 Load First Secret #ir4-4h, WA LIRH Copy Scratchpad iy 43638 40, (H&, XFh
Ji TR IE MR, IR 160 421K MAC.
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HIRRR DS2432
A SHA ThRemfEE & 7

Bus Master TX Memory From ROM Functions
Function Command Flow Chart (Figure 9)

To Figure 7
N 2" Part

OFh
Write Scratch-
pad ?

v

Bus Master TX
TA1 (T7:TO), TA2 (T15:T8)

2

Address Y
<90h?

A
DS2432 sets Scratchpad
Byte Counter = 0,
Clears PF, AA,
Sets T2.T0=0, 0, 0,
Sets E2:E0=1,1,1

¢ >
A

A A 4
Bus Master Master TX Data Byte
RX “1"s To Scratchpad

DS2432
Increments
Byte Counter

A

Master
TX Reset ?

Master
TX Reset ?

Partial
Byte ?

Byte Counter
=77?

DS2432 TX CRC16
of Command, Address,
Data Bytes as they were
sent by the bus master

Master
TX Reset ?

Bus Master
RX “1"s

y

i FromdFigure 7
n
To ROM Functions 2" Part
Flow Chart (Figure 9)
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FAi#&a3 A1 SHA ThRei e E (48) K 7

From Figure 7 To Figure 7
1 part AAR 3 Par
> Read Scratch- >
Pad ?
Y
Bus Master RX
TAL (T7:TO), TA2 (T15:T8)
and E/S Byte
I » Note:
DS2432 sets Scratchpad For write proteg:ted data
Byte Counter = 0 memory or register page
- locations, the master will
g read either AAh or 55h. In
EPROM mode the master
Dat Iflis ;\/Iastesr R)E hpad will receive scratchpad data
ata byte from scratchpa logically ANDed by the
current data of the targeted
memory address.
DS2432 Master
Increments TX Reset ?
Byte Counter
A
N
Byte Counter
=77
Bus Master RX CRC16
of Command, Address,
E/S Byte, Data Bytes as
sent by the DS2432
f
Bus Master N Master
RX “1"s TX Reset ?
Y
< A4
To Figure 7 From Figure 7
1% Part 3" Part

90f 30
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DS2432

FAi#&a3 A1 SHA ThRei e E (48) K 7

From Figure 7

2" part

5Ah
> Load First

To Figure 7
4" Part

Secret ?

Y

Bus Master TX
TAL1 (T7:TO), TA2 (T15:T8)
and E/S Byte

Auth. Code
Match ?

A

A

Note: The 8-byte secret
must first be written to
the scratchpad.

Address of
Secret ?

Write-

&

h 4

Bus Master
RX “1"s

Master
TX Reset ?

A

A

Protected ?

DS2432 copies Scratch-
pad Data to Secret

<

y
DS2432 TX “0”

Master
TX Reset ?

DS2432 TX “1”

Master
TX Reset ?

v

A

To Figure 7

2" Part

10 of 30
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DS2432

FAi#&a3 A1 SHA ThRei e E (48) K 7

From Figure 7
3" Part

Compute Next

33h N

To Figure 7
5" Part

vy

Bus Master TX
TAL (T7:TO),
TA2 (T15:T8)

Valid Data

Note: The master must first
load the scratchpad with a
partial secret of 8 bytes

Address ?

Write-

A

<&
<

A 4

Bus Master
RX Hl”s

Master
TX Reset ?

<
<

Protected ?

SHA Engine Computes Message *
Authentication Code of Current
Secret, Page Data, and 8 Byte

Partial Secret in Scratchpad

'

DS2432 Copies a Partial MAC| *
to the Secret Register

'

| DS2432 fills Scratchpad with AAh |
N
"

| DS2432 TX 0" |

Master
TX Reset ?

DS2432 TX “1”

Master
TX Reset ?

A 4

v

To Figure 7
3" Part

" 1-Wire idle high for power

From Figure 7
5" Part
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HIFHR DS2432
FEAEZR A SHA Thae el (28) K 7
Note: This command is
applicable to all RIW
From Figure 7 memory addresses. To Figure 7
4" Part 55h 6" Part
> Copy Scratch- >
pad ?
Y
A\ 4
Bus Master TX SHA Engine Computes *
TAL (T7:T0), Message Authentication
TA2 (T15:T8), Code of Secret, 28 Bytes of
E/S Byte Page Data, Scratchpad

Auth. Code
Match ?

Write-
Protected ?

A 4

Bus Master
RX “1"s

Master
TX Reset ?

Data, and Device
Registration Number

v

Bus Master computes MAC
and sends it to DS2432

v

Bus Master
waits 10 ms

MAC Code

Match ?

DS2432 Copies Scratchpad
Data to Memory

»
»

DS2432 TX “0”

Master
TX Reset ?

DS2432 TX “1”

Master
TX Reset ?

&
€

A

DS2432
TX*0"s

Master
TX Reset ?

A 4

A

To Figure 7
4™ Part

* 1-Wire idle high for power

12 of 30
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DS2432

FAi#&a3 A1 SHA ThRei e E (48) K 7

From Figure 7

5" part

A5h

To Figure 7
7" Part

v

Read Auth.

Y

Page ?
Y

Bus Master TX
TAL1 (T7:TO), TA2 (T15:T8)

A 4

Bus Master
RX ulns

Master
TX Reset ?

DS2432 sets Memory
Address = (T15:TO0)

<&
<
A\ 4

Master RX Data Byte
From Memory Address

Note: Three bytes of the
scratchpad contents are taken
as a challenge to the DS2432.
The master may specify the
challenge or accept the current
scratchpad contents instead.

A 4

SHA Engine Computes
Message Authentication
Code of Secret, Data of
Selected Page, Device
Registration Number and
3-Byte Challenge

.

Bus Master RX 160-Bit

Master
TX Reset ?

End
Of Page ?

Master RX
one byte FFh

'

of Command, Address,
Data, and FFh Byte

Bus Master RX CRC16

Master

DS2432 Message Auth. Code
Increments ¢
Address —
Counter Bus Master RX CRC16 of
1 Message Auth. Code
——»
DS2432 TX “0”

Master
TX Reset ?

DS2432 TX “1”

Master
TX Reset ?

TX Reset ?

A

<
<

To Figure 7
5" Part

" 1-Wire idle high for power

13 of 30
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DS2432

WG
FEREFRA SHA Thegmre A (45 18 7

From Figure 7
6" Part FOh N
Read Memory ?

Y

Bus Master TX
TAL1 (T7:TO),
TA2 (T15:T8)

Address
<98h ?

N DS2432 sets Memory
Address = (T15:TO0)

»
P

) 4

Address
Of Secret

DS2432 1
Increments Bus Master RX Bus Master
Address Data Byte from RX FFh Byte
Counter Memory Address
A P

Master
TX Reset ?

A
Bus Master
RX Hl”s

Address
<97h?

A
Master

TX Reset ?

Master

Bus Master
TX Reset ?

RX “1"s

A

To Figure 7
6" Part
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Compute Next Secret [33h]

— LU 0 2 A ) EREE LR — ). HEE NPT REIk 2 1) 22 2K . g N2 4
P, DS2432 REWIE T Y Hi %0 — MR E GRS TN 2 LRI A7 28 0 A s 4Rk 1358 4y
Y E RIS EEAARE SR SO, B EERIEH, FHRER
Compute Next Secret (it~ —%8H) 4, K& HHUE 512 A2 SHA-1 515, K 1 Ui 7H
SIS RIE AT HE N SHA S8, LUK SHA 5 51— 3B 20 & el 2 N S 4 B st . Y
i ASCEA4H SHA 5% . Compute Next Secret 4 Af LAMSHE T 2 U AE ], DA = 2e 4k
Ko R ENUALATES AR GBS, o] USRI — A% 80, I e S5 A %

o

FF Compute Next Secret fy4 1 SHA-1 I AEHE & 1

MO[31:24] = (SS+0)

MO[23:16] = (SS+1)

MO[15:8] = (S5+2)

MO[7:0] = (SS+3)

M1[31:24] = (PP+0)

M1[23:16] = (PP+1)

M1[15:8] = (PP+2)

M1[7:0] = (PP+3)

M2[31:24] = (PP+4)

M2[23:16] = (PP+5)

M2[15:8] = (PP+6)

M2[7:0] = (PP+7)

M3[31:24] = (PP+8)

M3[23:16] = (PP+9)

M3[15:8] = (PP+10)

M3[7:0] = (PP+11)

M4[31:24] = (PP+12)

M4[23:16] = (PP+13)

M4[15:8] = (PP+14)

M4[7:0] = (PP+15)

M5[31:24] = (PP+16)

M5[23:16] = (PP+17)

M5[15:8] = (PP+18)

M5[7:0] = (PP+19)

M6[31:24] = (PP+20)

M6[23:16] = (PP+21)

M6[15:8] = (PP+22)

M6[7:0] = (PP+23)

M7[31:24] = (PP+24)

M7[23:16] = (PP+25)

M7[15:8] = (PP+26)

M7[7:0] = (PP+27)

MB8[31:24] = (PP+28)

M8[23:16] = (PP+29)

M8[15:8] = (PP+30)

MB8[7:0] = (PP+31)

M9[31:24] = FFh

M9[23:16] = FFh

MO[15:8] = FFh

M9[7:0] = FFh

M10[31:24] = MPX

M10[23:16] = (SP+1)

M10[15:8] = (SP+2)

M10[7:0] = (SP+3)

M11[31:24] = (SP+4)

M11[23:16] = (SP+5)

M11[15:8] = (SP+6)

M11[7:0] = (SP+7)

M12[31:24] = (S5+4)

M12[23:16] = (S5+5)

M12[15:8] = (SS+6)

M12[7:0] = (SS5+7)

M13[31:24] = FFh

M13[23:16] = FFh

M13[15:8] = FFh

M13[7:0] = 80h

M14[31:24] = 00h

M14[23:16] = 00h

M14[15:8] = 00h

M14[7:0] = 00h

M15[31:24] = 00h

M15[23:16] = 00h

M15[15:8] = 01h

M15[7:0] = B8h

Compute Next Secret )45 R

(SS5+0) := E[7:0]

(SS+1) := E[15:8]

(SS+2) := E[23:16]

(SS+3) = E[31:24]

(SS+4) = D[7:0]

(SS+5) := D[15:8]

(SS+6) := D[23:16]

(SS+7) := D[31:24]

Legend

Mt

0 <t < 15; 32-bit words

Input buffer of SHA engine

SS

Starting address of secret (80h)

PP

Starting address of memory page
See Memory Map, memory pages 0 through 3

(SP+n)

Byte n of scratchpad

MPX

MPX[7] = 0; MPX[6] = 0; MPX[5:0] = (SP+0)[5:0]

D, E

32-bit words, portions of the 160-bit SHA result

K Compute Next Secret #g4 5, FEAHLLZFEMAE—AS 2 25 H Wk, HTHeeidt 256 fr
SHA FIANBHR I -4 00, H Bl TAL PR A b 206 . itk B bk %%, anfe 0000h %
007Fh YulEl i, 1 HA RIS R, SHA 512530, 75 2ms W AT — AN B8], 24
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HIRRR DS2432
Ja ¥ B BB H T A . BT 10ms, ZESLIHRIAVHE SN, 1-Wire S 2k 11
HSPANREMR T 2.8V, RiHI5EE, DS2432 H1 AAh AT E /745, A EHURIE R AL Ik 2 iy 2
o FRAREACET “1” R “0” i,

FH T A7 2 1 A 5 R ARGRS 70 3540, DALk, B AE s A 20i7E & Compute Next Secret iy 420, H
Write Scratchpad iy 245 i fran 5 8 715 LA . W BITE, B Pk e T DURT (M R B 7
BIAT 2 A

Copy Scratchpad [55h]

DS2432 [ At 28 vl LLBE R SEH . 4R 10, $h4TCopy Scratchpad (EHIEIfE4s) B fAfif de ok
TEM UG N B, WS miE s E 8, JF LR HATSHA-L 25, L4 160 A7
MAC, IXFEA T JH Bt A7 % B 2 e AL ik b 72 . =AU BAAE 3P MAC, 505
DS1963S1E A Pp b HE &% o Py Ak 3258 11 4 Ak A2 25 81 mT ARGk AE P b BE B3 iButton . [1]DS2432 ki
MACIZH 25 R F sk 2 Pios. 3 3 Wi T &P Eds o 2= 2 ik ASHAS 21, 4 RSHAK.
ERUE, 2 AT S 855 57

& BINERSAEE T & 2

E[31:24] E[23:16] E[15:8] E[7:0] —’
D[31:24] D[23:16] D[15:8] D[7:0] f)ri]:ztction
C[31:24] C[23:16] C[15:8] C[7:0] —_—
B[31:24] B[23:16] B[15:8] B[7:0] - "
A[31:24] A[23:16] A[15:8] A[7:0]

IR T35 4748 B, BRI

K Copy Scratchpad Jii, FHLLZFEME—AS 3 F 45 AR,  bEds N i a8 ik B4R I 4% iy 2 1R i
—“} Read Scratchpad iy 4 3k15. X 3 MMFAAEAE LS =Nk FFfEds T (KIKCh TAL,
TA2. E/S) M4 ILEC . W R ASIUCHL, 10 H H A7 a5 K IS PRy, DS2432 4 )H 3l
SHA 5|8, JLF MArsH . BfrasWITA 2l P hEirA7 g 2% 00 TET 28 /N5 F DS2432 [HiE
WY (R4 CRC KAL) T —4 160 A7 MAC. [AIIF, AL [FRE ) Bl v 5 — A
MAC, JHERIEY DS2432, LMEUFIH'EHMN'E EEPROM. RJ5, THLFLEESRF 10ms, 7ok
W], 1-Wire 2k B HESF— @ AT 2.8V. W1 DS2432 1) MAC 5 EHLTHAK) MAC A
VLRC, DS2432 ¥ EAL AA frk CERERD , IEEREAEAARIIN A IR 5dE EEPROM. %
DWW G, FEENURIE A BRI 2 F NI GERE 1 B RE1) “1” K0 “0” Ao i SR i B 43
& 07, MR R AR S
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HIF IR DS2432
TE I E 2 25 A7 a5 DU I 75 BRI /Ny o D T B IR TR TR B SRR R D RE B Ar AR B
W, HBUH I A AR I, RS A TG AR E . 1R A AR S Sl (Bl
Copy Scratchpad iy & & 2% 81D B, SHA 51%1) M1 2 M7 i ANE 2 Mm% 4 (ML,
M2) . FAEA I ETNEE (M3, M4) S FfEas i NE (M5, M6) il 4 N5 FFh

(M7)

FT Copy Scratchpad fis4# SHA-1 S A$#E % 3

MO[31:24] = (SS5+0)

MO[23:16] = (SS5+1)

MO[15:8] = (S5+2)

MO[7:0] = (SS+3)

M1[31:24] = (PP+0)

M1[23:16] = (PP+1)

M1[15:8] = (PP+2)

M1[7:0] = (PP+3)

M2[31:24] = (PP+4)

M2[23:16] = (PP+5)

M2[15:8] = (PP+6)

M2[7:0] = (PP+7)

M3[31:24] = (PP+8)

M3[23:16] = (PP+9)

M3[15:8] = (PP+10)

M3[7:0] = (PP+11)

MA4[31:24] = (PP+12)

MA4[23:16] = (PP+13)

MA4[15:8] = (PP+14)

MA4[7:0] = (PP+15)

M5[31:24] = (PP+16)

M5[23:16] = (PP+17)

M5[15:8] = (PP+18)

M5[7:0] = (PP+19)

MG6[31:24] = (PP+20)

M6[23:16] = (PP+21)

M6[15:8] = (PP+22)

M6[7:0] = (PP+23)

M7[31:24] = (PP+24)

M7[23:16] = (PP+25)

M7[15:8] = (PP+26)

M7[7:0] = (PP+27)

MB8[31:24] = (SP+0)

M8[23:16] = (SP+1)

MB8[15:8] = (SP+2)

M8[7:0] = (SP+3)

MO[31:24] = (SP+4)

M9[23:16] = (SP+5)

MO[15:8] = (SP+6)

M9[7:0] = (SP+7)

M10[31:24] = MP

M10[23:16] = FAMC

M10[15:8] = SNO

M10[7:0] = SN1

M11[31:24] = SN2

M11[23:16] = SN3

M11[15:8] = SN4

M11[7:0] = SN5

M12[31:24] = (SS+4)

M12[23:16] = (SS+5)

M12[15:8] = (SS+6)

M12[7:0] = (S5+7)

M13[31:24] = FFh

M13[23:16] = FFh

M13[15:8] = FFh

M13[7:0] = 80h

M14[31:24] = 00h

M14[23:16] = 00h

M14[15:8] = 00h

M14[7:0] = 00h

M15[31:24] = 00h

M15[23:16] = 00h

M15[15:8] = 01h

M15[7:0] = Bsh

Legend
Mt Input buffer of SHA engine
0 <t < 15; 32-bit words
SS Starting address of secret (80h)
PP Starting address of memory page

See Memory Map, memory pages 0 through 3

(SP+n) Byte n of scratchpad

MP MP[7:4] = 0000 for Copy Scratchpad

MP[3:0] = T8:T5 (equivalent to page number in hex)
Family Code = 33h

Serial number of device

SNO = least significant byte, SN5 = most significant byte.
The CRC is not used

FAMC
SNX

Read Authenticated Page [A5h]

FIF fir4 Read Authenticated Page (EZIGUF L) , AL LRG435 20 474t 2% 0 iR His F1— A
MAC. FJfl MAC, TWLAEWHIELEfEAE DS2432 Hh i85 R A5 0T AR 5 N A %%, DS2432
A A O feefegas i a2 . A S RS AT —A 3 2 1 skl 5 MAC, iX
A 3 FAT M EHIE K Read Authenticated Page iy 2 Z A HE T 5 N Ao ik, FHLAS
LA Write Scratchpad iy 4>, KGR A ifi#e N IR T & H B L, R B0l S N frds. A oRMR
W N5 5. 58 6 MR 7 AN AR NI —Muk s, TN ] LLRPHATRT —ar 0, HIRE
TEE A28 R BHAE o — N ik, 160 £ MAC [H4&i% 7775 Copy Scratchpad 4 7 1 It 56 4%
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PR

—FE, LR 2, FUEBUE M SO M DS2432 £ L. $14T Read Authenticated Page iy 2 I i A 2]
SHA 513505 WL 4.

FHR H A AL T8 T HitHbE (TAL R TA2) J&, BR8N H It bk FF- 46 3 50 7K B
ARG R A . —A> FFh 2959 F—AN S CRC, % CRC & A U, Hithl, CAki%
AR FFh 245742 . CRC B RgEa sE e fE, THLEEAF 2.0ms, 7EBEIIE, 1-Wire B4k 111
HEABENG T 2.8V KB TAI A, DS2432 (1) SHA SR 5. e i 32 M 7. 48
PERIAEMS OB CRCAEAS) A1 35 it & MAC. SR )5, AU T2 160 A2 MAC,
b — RS CRC, LAMREHR LM 0 nI 5E k. WiAE CRC RIS RY 5 =LAk S HCE

TEE R IEE A KPP E B RIS “1” F1 “0” i,

F-F Read Authenticated Page 721 SHA-1 By \EHE % 4

MO[31:24] = (SS+0)

MO[23:16] = (SS+1)

MO[15:8] = (S5+2)

MO[7:0] = (SS+3)

M1[31:24] = (PP+0)

M1[23:16] = (PP+1)

M1[15:8] = (PP+2)

M1[7:0] = (PP+3)

M2[31:24] = (PP+4)

M2[23:16] = (PP+5)

M2[15:8] = (PP+6)

M2[7:0] = (PP+7)

M3[31:24] = (PP+8)

M3[23:16] = (PP+9)

M3[15:8] = (PP+10)

M3[7:0] = (PP+11)

M4[31:24] = (PP+12)

M4[23:16] = (PP+13)

M4[15:8] = (PP+14)

M4[7:0] = (PP+15)

M5[31:24] = (PP+16)

M5[23:16] = (PP+17)

M5[15:8] = (PP+18)

M5[7:0] = (PP+19)

M6[31:24] = (PP+20)

M6[23:16] = (PP+21)

M6[15:8] = (PP+22)

M6[7:0] = (PP+23)

M7[31:24] = (PP+24)

M7[23:16] = (PP+25)

M7[15:8] = (PP+26)

M7[7:0] = (PP+27)

MB8[31:24] = (PP+28)

M8[23:16] = (PP+29)

M8[15:8] = (PP+30)

MB8[7:0] = (PP+31)

M9[31:24] = FFh

M9[23:16] = FFh

MO[15:8] = FFh

M9[7:0] = FFh

M10[31:24] = MP

M10[23:16] = FAMC

M10[15:8] = SNO

M10[7:0] = SN1

M11[31:24] = SN2

M11[23:16] = SN3

M11[15:8] = SN4

M11[7:0] = SN5

M12[31:24] = (S5+4)

M12[23:16] = (S5+5)

M12[15:8] = (SS5+6)

M12[7:0] = (SS5+7)

M13[31:24] = (SP+4)

M13[23:16] = (SP+5)

M13[15:8] = (SP+6)

M13[7:0] = 80h

M14[31:24] = 00h

M14[23:16] = 00h

M14[15:8] = 00h

M14[7:0] = 00h

M15[31:24] = 00h

M15[23:16] = 00h

M15[15:8] = 01h

M15[7:0] = B8h

Legend

Mt

0 <t < 15; 32-hit words

Input buffer of SHA engine

SS

Starting address of secret (80h)

PP

Starting address of memory page
See Memory Map, memory pages 0 through 3

FAMC

Family Code = 33h

MP

MP[7:4] = 0100

MP[3:0] = T8:T5 (equivalent to page number in hex)

SNX

The CRC is not used

ROM Serial number of device
SNO = least significant byte, SN5 = most significant byte

(SP+n)

Byte n of Scratchpad
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PIZ IR DS2432

Read Memory [FOh]

Read Memory (E:f7fiigs) ] LU SR ELHUBR S < SR T B A7l ds o 23 2 B B R 45 2 AAH
K. FHRBaAE, Sadedt 2 M H k. XA F 2 G, FEPUAE
HEIF AR A, nT DA —H B bl 0097h. 2 )5, WUERFEWLGREL L, 4R REHE 1. WV
RS, H LR AR 3 35 ) dsm — MU 7 o S5 RS S AR IRAS 1 M A 28 AN

e
B AP

DS2432 [HAEALFRERS LRAE 5 ANAFG R IC B IER G IR . A T PRIEAE 1-Wire PR3 N E2BCE G (1]
ek, IR SRR AR R A, RO B R A 28 L RN T . R e, R A
WALE — A ENFE R B RETTEEE T 16 7 CRC KM, IXAE, FHLEL AL 2 X E R Mk
Y — TR P R R B0 B P M B S5 5, AT ARIE TR o AL S GEFE I SO S5 1 2 DL
P2 114, A28 TMEX #8X)

SHA-1 &

DL R SHA SVER I B A 22488 hsifE (Secure Hash Standard) SHA-1 SCRY, 1% 3CR%m] )
NIST M3k 2% (www.itl.nist.gov/fipspubs/fip180-1.htm) . ZH K+ /54 32 27 Mt (0 <t <
15) fEAM AN s, ik 1, 3AF 3B i, 43l# T Compute Next Secret. Copy Scratchpad
F1 Read Authenticated Page iy 4. SHA S3L K B|—/ R Wt (0 <t <79 1)\ 32 751
JPA, —FRA KL (0<t <79 BN 32 A M)P4), — M /Resgft (B, C, D) (0<t<
79 , Hrh B, CHIDN 32407, MLRIIAN=A 324607, B A, E I TMP. SHA S E1H
BAEA AW AL AR ¢ “+7 ), Bk LMY (N7 D, REL (“e” ), BHY
CEA” D), i C9v” ), RE C“=" ), B 32 RIS . RKiEL “Sn(X)” &
B X W ENEARFE nfn, X g 32 1T

PRE ft o XU

ft (8,C,D) = (B A C) v ((B\) A D) (0<t<19)
BOCAD (20 < t < 39)
BAC)v(BAD)v(CAD) (40<t<h9)
BOC®D (60 <t <79)

FEHIWE (0<t<79) % IF:

Wt == My (0<t<15)

S1(Wi.3 ® Wi.g ® Wi.14 ® Wi_16) (16 <t<79)

Al Kt (0<t<79) 5E XWFe:

Ky = 5A827999h (0 <t<19)
6EDIEBALh (20 <t< 39)
8F1BBCDCh (40 <t < 59)
CA62C1D6h (60 <t<79)
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PIZ IR DS2432

A A, B. C. D. E¥IERALIN T

A = 67452301h
B = EFCDAB8%h
C = 98BADCFEh
D = 10325476h
E = C3D2E1FOh

Mt OTEHAAE 79, PUTT FIHI—FRIIIH )G, 160 2 MAC & A, B, C, D FI E [\ CF
BRI

TMP :=  SO(A)+fi(B,C,D)+ Wi+ K¢ +E

D

C

830(8)

A

TMP

>WO Oom

TEHLAT L% IR 3 BT s i B A7 28 RILL I, 181 Read Authenticated Page fiv 2 32H MAC. 5 Copy
Scratchpad v 2 AH L, A7 AL E M2 — AR, AL, VLD A0 R MAC, JER HRIX S
DS2432. {E#AT Compute Next Secret iy 2 MAC N85 . SHA IZH /748 D Fl E I 254
SRR BT A4, R LR,

1-Wire B RS

1-Wire B 2 ZGEtH— AN & LW — A2 A B R 72T N e, DS2432 #REA
PEAAE ], R EHLEE AR . 6 1-Wire R 2 RS KHE 7 3 AN TR E
AEFRFAEAT 1-Wirefg A (15 52 R FI N ) 1-Wire BSR4 12 ISR b B 4R (RIR S SR T4, ix s
R N BRAG T B e BN R B I RS kol ) R R Wiy TAESE 2 1-Wirebh U PEGN G, 155 0L
“Book of DS19xx iButton Standards”%f 4 &

AL E

1-Wire 2k Hoe 7 — 4854k, Frbl, PRUETEIE Y rumt 3Kz B2k BB 2R e, 4
TIEEIX—HM, B 1-Wire 28 BB AFA  20 HAT I AT i Bl — & frtH . DS2432 11 1-
Wiredis R JAR T, HP SR il 8 . 2 sl S i T 2 MHLES 1R 1-Wire &
LM TERRHEEAR T, 1-Wire i 25 Kd %0 16.3kbps. 7Emidik il ~, #A AL 142kbps.
N T AT B R NPT/ s FISHARAE v 4, DS2432 75 21 1-Wire b7 i BHE KA A 2.2kQ.
M5 JLANDS2432 [RIRFIEAF Iy, e R MR (R B L LA g, FEAR 1 BT A7 2% M EEPROM A%
EHAEE,  NAZR A R F Vpup AR BT L4 55 41X AN Hi B

1-Wire s e (1025 WRIRZAS S e oo W DR It DAL 7 S T84S, AR BRI IR0, R Rl i

BRAEAERIRRE . WRARIRRE, HRAA TR TIRABIE 16ps (B 88 120ps CHi A
R B, B AN B R AL
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PIZ IR DS2432

A E K 8

BUS MASTER Veup DS2432 1-Wire PORT
Rpu
RX :]I DATA x
5 pA
LR RX = RECEIVE Typ.
_ 100
D Open Drain TX = TRANSMIT L MosQFET
Port Pin
AR AR
JH L 1-Wire St 05[] DS2432 [AIHRSCAn -
o Ytk
e ROM #fEm4
o {fifEeEl SHA ¥Ef 2
o T HlEHE

WIgaL

1-Wire B2k b AT AR MR GA AL FE TR 46« FTAG AL I 2 B ML H (R S A Rk b R AL A
HIAELL N 2kl Cpresence pulse) ZH . 28N 2 Bkl =AU 2] DS2432 H:fEfE s 2k I,
FHOSHESRS . TEMNEIHSI “1-Wire 547 —77,

ROM Ijfefn 4
— B NI B e N 2 kb, minT LAk B DS2432 Y HHF-E4¢ ROM Thfigfr 4. TS ROM #:4E
A IR E N )\ PLUR A T IX iy 4 1) fa] E A W(A@9$%mﬁ@).

Read ROM [33h]

4kt A A VE EHLREL DS2432 1) 8 7 KI5k . 48 friE— ) FF 415 F1 8 fif CRC R hid . iy A1
TR EHAE—MMHLIEN . RS2 FEE T 2P &, Y — A L5 2D
Wi 2 b 2 i A I, b SR B R AR AR v o el T i R = A — AN 545 ) o 4R S H TN
FEE I SR NS D 48 117515 TE 3K o

Match ROM [55h]

fir 4 e B 64 REEMS, eV NG 2 MHLEB R G AN E 1) DS2432. A7 5 64 (i
5 584 ULAC R DS2432 A i B LR 5 A H B A7 A s Dh e i & o A 2L e M LK 505 B4 K
e XA S BEEH TR MHLRSE, &N T2 MRS,

21 0f 30



HIFRR DS2432
ROM IjgeiifE A Kl 9

Bus Master TX |

Reset Pulse [ : nd
From Memory Functions - From Figure 9, 2™ Part
Flow Chart (Figure 9) )

A4
Bus Master TX ROM | DS2432 TX
Function Command |~ Presence Pulse

To Figure 9
CCh 2" Part
Skip ROM

Command ?

Read ROM
Command ?

Match ROM
Command ?

Search ROM
Command ?

DS2432 TX | DS2432 TX Bit 0
Family Code DS2432 TX Bit 0
(1 Byte) Master TX Bit 0

A4
DS2432 TX DS2432 TX Bit 1

Serial Number Master TX Bit 1 DS2432 TX Bit 1

(6 Bytes) Master TX Bit 1
N | N ,
Y Y
/;/
S T DS2432 TX Bit 63
DéslsésBzerx | Master TX Bit 63 | DS2432 TX Bit 63
Master TX Bit 63

Bit 63
Match ?

Bit 63
Match ?
Y
1

l From Figure 9
2" Part

To Figure 9
2" Part

»
»

To Memory Functions
Flow Chart (Figure 7)
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PR

DS2432

ROM ZhfefitiE A (£5) K 9

<&

To Figure 9, 1* Part

<

From Figure 9
1% Part

A5h
Resume
Command ?

3Ch
Overdrive
Skip ROM ?2

69h
Overdrive Match
ROM ?

|RC=0;0D=1|

From Figure 9
1% Part

y

| Master TXBit0 |

Master TX Bit 1

Y

Y

7

| Master TX Bit 63 |

Bit 63
Match ?

P A4

To Figure 9
1% Part
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PIZ IR DS2432

Search ROM [FOh]

REHIR EHIE, Sk BT REIEAAE 1-Wire 2k E ML &% B RVEAT 64 S,

i Search ROM iy 4> fEME A 15 5 28 1 WL i HEBR VAR AG I H S 28 b BT ML &1 64 (e 5.

Search ROMLFE IS U TR ML) 3 DIRE R : 7. b7 IAME, SRS X— A3 ME,

TR M5 0 — A s M PATIX T ) 3 D BREAE . AEse il — IR A HEE)E, BN
SLRETEHH — & ML 1) 64 A7 . R WML &M vl &8t AN E R I ok . 6T
Search ROM#ir 4 A KT8, 5% “Book of DS19xx iButton Standards” %5 5 &, Jf H{r
Hb LG — AN

Skip ROM [CCh]

Skip ROM iy 275 5L WML 2 R4 R ENLE BT A7 A 25 1 SHA Zhig, TJoondeft 64 £y it
S, AR, W Rk B T AL — MWL, 1 HAE Skip ROM 4 5 & H T —4%% Read
e, Mg B MHLR &t RIS, W s EdRrhse QR s Bk =4 — gk 5
i)

Overdrive Skip ROM [3Ch]

TR R B iz an SN, S ENATE 64 A7 1M 5 5t n] LU RIAEAG 48 A1 SHA 1)
e, M5 THFEl. ANEF10 5 1) Skip ROM 74>,  Overdrive Skip ROM iy 24 DS2432 15 &
PR (OD = 1) o i U Ja 1 ) B A 1845 AR AR AR iR, BB — AN R4k
480us [ A7 Bkt 26 b1 BT A S AR 2bR R (OD=0)

% mi a8 BRI, P SR sl B S ARl p B s i X . B s, b T Sk e
(PR A, WU — A Sl = A keh, B 1s ] Match ROM B¢ Search ROM iy
Lo R IEI RIS, WR B FA 2T AR B U ML, JF H Overdrive Skip ROM
A fEAE N ZE Read 4, WAam T2 NMLAR i, B4 b RAEHTEMR (AT
M NP AR 5T 55 .

Overdrive Match ROM [69h]

ifid Overdrive Match ROM fix 4>, Ji #2 LAy A X R ik (1) 64 L7 M5, B2 FHLnT LUIE 2 i 46
EHRFIEAR E 1) DS2432, R EBCE AR . KA 64 (v E MR HICACH) DS2432 44
Wi 3 J 68 (R A7 i 2 BE SHA $AE fw 2. IBL8Td o §if AT (1) Overdrive Skip 5% Overdrive Match i 4> CL ¢
BN R A MM LK GRS R R i X . 2 — /N Rt (0] 480ps M ALkt k)5,
BT A e A 2 ) 2 A1 R [P % . 4 Overdrive Match ROM & 1] TR 4k EA A a2 A4 2
PRI L o

Resume Command [A5h]

FE—/ NN A, SRR —AS 32 AT A 0L, AR T EEZ IRV DS2432, IXEIKEEZ
RS, RRRVT S B R HAT Match ROM iy & Rk i% 64 AiyEM 5. 4 T2 A
AR, WE T Resume Command IRE. ZIhAERIN RC ALIPIRES, WA B, wt HEALIS
FEHlGAE i as A1 SHA Thig, ZRLT Skip ROM fix 4. W E RC A FME— 722 AT Match
ROM, Search ROM ¥ Overdrive Match ROM iy 4. —H¥&'% T RC {7, #JMH Resume Command IJ;
el G U A [A]—dshe X TRk b — AU MPRE B RC AL, LABT AN B 22 (K 241 7]
i Y. Resume Command T HE
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HIRRR DS2432
1- Wire §4

H T ORUEE R e #E M, DS2432 AT — AN G 5 e PR — 454k Foe T DU
s BRI RAE L N R AL TS S 0. 5 L R . BR T AR N B ki LA
G, AR EFE S ELEN R E . DS2432 Gei L FIAS RS AR I A5F . s 288 m i
WER AT BT R el B, DS2432 wt LAbR AR 2l (S . il X, P s e 8sR AP e
i

I3 WK P TR R BE — AN E 22 N 2 Bk rh K W DS2432 LA HE A I R % a B B . Rk EHLR %
(TX) —ADELK (trst, FRUEHZR T Z /D 480ps, i~ &b 48us) o Bh)E, THUER:
U2, HEANFERROR S (RX). IXI) 1-Wire 2kid il by d FH by iy 29DS2432 fEHH 5 1 I A
ME] TG, 20— BUN 0] (teon, FRUEER T 15 2 60ps, mdiia T 2 & 6ps), ARG KIELE
N B K (tepL, FRAEIEZFR T 60 22 240us, gzl 8 22 24us). 480usE B K 7] [ & A7 ik o
WA SR Y A, VR BRRVE R . WIBEDS2432 A Tl N, I HL A A K s )R
T 80ps, UIZSAFORAF A

VIERAC I PP ALK 7R LR N 2 ke 1] 10

MASTER TX “RESET PULSE” MASTER RX “PRESENCE PULSE”
< < )

»
€ L »”|

VpuLLup tRsTH _(é
VpuLLUP MIN ‘ // \
ViH min
Vi max \P / \‘

ov $Q
)
trsTL > *—1pp. >
—» R
—» tppH [¢—
RESISTOR REGULAR SPEED OVERDRIVE SPEED
480 ps < trsTL < ©F 48 ps < trsTL < 80 us
MASTER 480 s < trsTy < 00** 48 US < trsTH < 0 **
DS2432 15 < tppy < 60 Us 15<tppy <6 Us
60 ps < tppL < 240 8 ps < tppL < 24

* TG 1-Wire S 2k BN ESSEBRRCT WS 5, trsL + RIVAGZE /N T 960ps.
o RPN TE

25 0f 30



HIF IR DS2432
B2/ 5 R

B BRI E XK 11 P EVUE ARSI E Rk 3 3 A i Bt s 26 b B il f
WIBIEIR R A DS2432 5 ENLAD . EEHIEH, LEIR % v i A A i DS2432 KA i
e XA BUR UL, R AR “07 , ISASEIR LK e DS2432 Fids SRR AR T I
o a2 “1” , W DS2432 Joii K Hds e b Ak

RENTFE F 11

Write-one Time Slot

v < tsLor :}1 tR(EC—»
PULLUP <
VpULLUP MIN \‘ / il
Vi min
P DS2432 N
ViL wax Sampling Window
oV ) \ / \
«— Tl ow1 —»
15 us
(OD: 2 ps) 60 us
< (OD: 6 us) —
REGULAR SPEED OVERDRIVE SPEED
—— RESISTOR 60 s < tsior < 120 s 6 US < tsior < 16 S
- [MASTER 1 MUS < tiow: < 15 us 1 s < tiow1 < 2 us
1HSStREC<OO 1HSStREC<OO

Write-zero Time Slot

v < tsior > <—tREc—>
PULLUP <
VPULLUP MIN \ i
ViH MIN
. Ds2432
Vil max Sampling Window
ov | - \
15 us Y
(OD: 2 ps) 60 ps
< (OD: 6 ps) —>
< tLowo >
REGULAR SPEED OVERDRIVE SPEED
RESISTOR 60 ps < towo < tsior < 120 ps 6 Us < towo < tsor < 16 us
= MASTER 1 s <trec < ®© 1 Hs <trec < ©
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PIZ IR DS2432

Read-data Time Slot

A

tsLot >‘<— trREC j
VPuLLUP . //
VPULLUP MIN —\ / // 17

) \
ViHMIN MASTER *
— SAMPLING —»
v WINDOW
IL MAX
tsu tRELEASE

~&— {Lowr —¥
————— tRDV ———— P>

A
\

Waveform Legend: REGU<LAR S]F-’ZEED OVERDRIVE SPEED
RESISTOR 6](-)/,ls<_ttSLOT < 150/15 6us < tsior <16 s
S < lowr S LOWR
m— \ASTER Oﬂs z << 4gtﬂs Olﬂs Stt < 2:S
< Tretease < tretense S
DS2432 # o <
lﬂSStREC<w 1uS < trec < ©
trov = 15/,[5 * trov = 2:US *
tsu < lyS tsu <1us

* EAL B R S N R ] BE S T troy, AN BB Hitrpve $HATEE 1 BFBRES, IXFES S Epr i fH
B H A8 A TR LUK B 26 Mk A2 A i P o ST 132 O BRI, IR PR AE S TR IP) 1-Wire 2341
SVERTT (treLease = 0) BT E2ERAE

CRC AR,

DS2432 A MMM TCRILE (CRC) o Hrp—FpRA2 8 711, fEth) INat O & vk 5 ar
T, JEHEOEE N 64 AIROMII B 73 . iZCRCIIZEMN Z A EXE + X2 + X + 1. W THfiE
ROMBU & 5 4 o ZZ A M B2 B, MR EMLATH 64 L ROMIIRT 56 A7 1T CRCAE, KI5 M
DS2432 ik MM LR . SEROMIFI I %, 3 352 8 7 CRCEKR IS Iy E L B X (kR R
1)

5 —28CRCHE 16 £, HRAEFRMHEICRCLE Z s BX " + X + X2 + 177/E, % CRCK KL I T
4 fTRead Authenticated Pagefir & I 45 1%, BUEFERE. B EHEHr I fras N ik, BRadiR i 54
PEALEI IEHATE . 7EiButtond”™ RESCAEEEF b T 245K 0 i 2 [ —FICRC. 5 8 f.CRCIZ 4L
ANFIHIE, 16 f7 CRCE: 5665 18 7 A& DL S T Uk L B [H]i% . DS2432 i v W ICRC R A 48
(Kl 12) HFER 7 Fiaia SR ih 5 —A810 16 ALCRCIURY . 2k EALM L Lhi i 2
PR R () CRCF B AL AT [ COAR S B4 1 47 H I CRCAS B 5, SR v 5 S gk 45— P/ b 2 i
CRCH iR 1 H s 583

AT Write Scratchpad iy i, 156 CRC kK4AERS, REBAMACL, HEMEE TAL (T2 5

TO ¥&E 0) 1 TA2, DL ENUAERETE 71T . RA Y 4S5 AN, DS2432 4 kik
1% CRC #4644 .
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HIF IR DS2432
AT Read Scratchpad #iv &I}, B5GHES CRC kA#s, RIEBAmACY, HEgdhhlh TAL fi
TA2. E/S TR 2854E, A1 At Cak DS2432 %L (W, Write Scratchpad iv4) » /o
AT CRC M . A BE R AF 2 R RIS, DS2432 A4 ki%i% CRC K4 .

47 Read Authenticated Page iy 4, 16 £ CRC #5145 CRC KA AL FEN . W
ANHREFAT . BT R FFh RS R . BRYE MAC 2551 CRC A 46 1t /2 E i 7
CRC K B4R Jn, &I ENBM AL PN 160 A2 MAC Ja 741 o

KT = ECRCKRIG A A4l FekE, UL AR AR A S HARSE ], 152 7% “Book of DS19xx
iButton Standards”.

CRC-16 fE#FIZ R HHiR K 12

Polynomial = X" + X® + X? + 1

L 1st 2nd 3rd 4th 5th 6th 7th 8th
STAGE|”|STAGE STAGE| "|STAGE| "|STAGE[”|STAGE[”|STAGE["|STAGE

X° x* x? x3 x* x® x® X’

i
gth loth 11th 12th 13th l4th 15th 16th
P sTAGE[®|STAGE[?|STAGE[?|STAGE[”|STAGE[*|STAGE|”|STAGE STAGE ¢
X8 Xg XlO Xll X12 Xl3 Xl4 X15 X16 CRC
OUTPUT

INPUT DATA ——
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PR

DS2432

ABSOLUTE MAXIMUM RATINGS*

Voltage on Any Pin Relative to Ground

Operating Temperature
Storage Temperature
Soldering Temperature

-0.5V to +5.5V

-40°C to +85°C

-55°C to +125°C

See J-STD-020A specification

* This is a stress rating only and functional operation of the device at these or any other conditions above
those indicated in the operation sections of this specification is not implied. Exposure to absolute
maximum rating conditions for extended periods of time may affect reliability.

DC ELECTRICAL CHARACTERISTICS

(Veup =2.8V t0 5.25V; -40°C to +85°C)

PARAMETER SYMBOL MIN TYP MAX UNITS | NOTES
1-Wire Input High V4 2.2 \ 1,7
1-Wire Input Low ViL -0.3 TBD V 1,8
1-Wire Output Low @ 4 mA VoL 0.4 V 1
1-Wire OUtpUt ngh VoH Vpup Vv 1,2
Input Load Current I 5 HA 3
Programming Current ILPrOG 500 HA 9
CAPACITANCE (ta = 25°C)
PARAMETER SYMBOL MIN TYP MAX UNITS | NOTES
1-Wire 1/O CinouT 100 800 pF 5
ENDURANCE (Vpup =5.0V; Tp = 25°C)
PARAMETER SYMBOL MIN TYP MAX UNITS | NOTES
Write/Erase Cycles NcycLe 50k —
Data Retention tDRET 10 years

AC ELECTRICAL CHARACTERISTICS

REGULAR SPEED

(Vpup:2.8v to 5.25V; -40°C to +85°C)

PARAMETER SYMBOL MIN TYP MAX UNITS | NOTES
Time Slot tsLoT 60 120 s

Write 1 Low Time t owt 1 15 us

Write 0 Low Time tLowo 60 120 s

Read Low Time tLowr 1 15 us

Read Data Valid trov 15 US 10
Release Time tRELEASE 0 15 45 us

Read Data Setup tsu 1 U 4
Recovery Time trRec 1 Us

Reset High Time trRsTH 480 Us

Reset Low Time trsTL 480 S 6
Presence Detect High tPDHIGH 15 60 Us

Presence Detect Low troLOw 60 240 V&
Programming Time tproG 10 ms

SHA Computation Time tesha 1.0 2.0 ms 9

29 of 30



HIFRR DS2432
AC ELECTRICAL CHARACTERISTICS

OVERDRIVE SPEED (Vpup=2.8V to 5.25V; -40°C to +85°C)
PARAMETER SYMBOL MIN TYP MAX UNITS | NOTES
Time Slot tsLoT 6 16 us
Write 1 Low Time t ow1 1 2 s
Write 0 Low Time tLowo 6 16 S
Read Low Time tLowr 1 2 s
Read Data Valid trov 2 Us 10
Release Time tRELEASE 0 1.5 4 s
Read Data Setup tsu 1 LS 4
Recovery Time trRec 1 Us
Reset High Time trRsTH 48 S
Reset Low Time trsTL 48 80 S
Presence Detect High tPDHIGH 2 6 S
Presence Detect Low troLow 8 24 US
Programming Time tPrROG 10 ms
SHA Computation Time tesha 1.0 2.0 ms 9
TR

1. rEHESHH,

2. Vpup = AN _EHr LR
3. HuATE LIS,
4

TR L I TA) R TR L SR A 0K 1-Wire S ZR PRI TR] . £E R AT Lus 5, 2

P N ARAE R 2L

5. EINHLEE, BT b AR R H R R] BE 2R B 800pF. W K FH A Bk 47 Hi FHKE s 2k
P 2 Veup, W _LHL Sus JG5 1% 25 A AN S0 IE W A A58 T .

6. AL TS 8] (trsTo) A e KA R 4% B HIIAE 960usL Py, IXAEF Wi 5 nf BLLAE; &N aEs
FE i 55T i P BT K e

7. Vi AN P AIV pup 1 RRE

8. TEFHLL(LHEIEUL T, Vilvaxb] fEiESE 0.5V, DLRUER EL N Z K vl 1E% TAE. Vi
FEVpup AR AT AR HL T B[] 1R BRI 2K

9. £S5 EEPROM H:AEFITIE MAC #AA], 1-Wire M2k ABEE T 2.8V, 11455 MAC £ 531
2.0ms. A A $ U3 EEPROM, f %7 2 10ms,

10. EML IR N R T B ST trpy, (EABEHE S trove HATEE 1 BFBREY, XHEEMESZS LdiH
BEL P L2 0% 10 B TR) SR AT S 26 Mk A R s $UAT 132 O IR, SRR A PR A e PRI 1-Wiregs
RIS 1T (treLease = 0) AT 1284

Maxim /Dallas Semiconductor 7~¥/Maxim i LISMIGIT 1T HBS BT 5 55, A0 F@ PR EF)FF R . Maxim R B 7 EFTHT 1] 47 T FT B AR AT AT 48 T 15 2407t 5 LIRS HI PR o
Maxim Integrated Products, 120 San Gabriel Drive, Sunnyvale, CA 94086 408-737-7600
© 2004 Maxim Integrated Products, Inc. All rights reserved.

Maxim #7 & 5& Maxim Integrated Products, Inc.[#id: M fitr. Dallas b2 Dallas Semiconductor Corp. 13 M} i o
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